UCO Wireless Network Guide — Windows 10

What is the UCO Wireless Network?

One of the features of the UCO's Cisco Network Infrastructure is the ability to automate the onboarding of new
devices on to the UCO_SECURE wireless network. UCO_SECURE uses encryption to ensure that your data is
secure when transmitted wirelessly. Manually connecting your device(s) to UCO_SECURE can be difficult at
times. The new onboarding process allows you to "Bring Your Own Device" (BYOD) and connect to the wireless
network automatically!

How does it work?

It's very simple, and all it requires you to do is connect your laptop or smartphone to the UCO network. After you
connect, your device should open a web browser and prompt you to login. Once you login using your UCO domain
credentials, simply follow the prompts to get your device registered and have a certificate downloaded and installed on
your device. Once you have a certificate installed, your device will automatically disconnect from UCO and will then
automatically connect to UCO SECURE using the new certificate, and you're done! We recommend forgetting the
UCO network so that you do not accidentally reconnect to the UCO wireless network. The best part about this system
is that for the remainder of the school year, your device will automatically connect to the UCO SECURE network and
you will not have to sign in with your username and password!

How do | connect to the UCO Network?

The following is a step-by-step guide on how to connect to the UCO Network. The screenshots used are from a
Windows 10 laptop, but the guide will work for Windows 7 and 8 as well.

What do | need to if | have issues connecting to the wireless network?

Sometimes a computer can get stuck working on a task. The best way to clear out anything that gets stuck is to reboot
the computer. Be sure to save any work you may have open, and close out all of your programs before your reboot. The
majority of the time, a simple reboot will fix most issues. If you are still having connection issues, please contact the
UCO IT Service Desk at 405.974.2255.
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STEP 2: Your device should automatically open a web
browser and redirect you to the UCO Login Page. If it does
not open automatically, please open either Chrome or
Firefox and go to the UCO web page (uco.edu). Your
browser will then redirect to the UCO Login Page. Next,
login using your UCO Credentials.

Airplane mode

[UH‘?'@ Wireless Central

UCO Wireless Central

Please sign on with your UCO Domain
username and password. Faculty and Staff will
use the same username and password as they
do for email. Students will use the same
username and password that they use to sign
in to UCONNECT.

In order to continue, you must agree to the
terms and conditions as stated in the UCO
Technology and Network Usage Policy.

Username:
buddybroncho
Password:

Please read the terms and conditions.

| agree to the terms and conditions

Don't have an account?
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STEP 3: You will next see Page 1 on a 3 Page process to enroll your device. Click START to begin this process.

Wireless Central

BYOD Welcome
‘Welcome to the BY OD porial.

Access to this network requires your device to be configured for
enhanced security. Click Start to provide device information before
components are instalied on your device.

Contact Support

STEP 4: On Page 2 you will be prompted to enter your device information. Be descriptive as this information is for your benefit.
Click Continue to move on to the next page.

m:l, Tﬂ] Wireless Central

Device Information

Enter the Device Name and optional description for this device so you
can manage it using the MyDevices Portal.

Device Name: *
buddybroncho windows device
Description:

laptop

Contact Support
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STEP 5: On Page 3 you will be prompted to either Run or Save a small file called “NetworkSetupAssistant”. Click on Run.

Install

Please wait while we download the Cisco Network Setup Assistant.
You will then need to manually run the Setup Assistant and follow the
instructions to finish registering this device.

Contact Support

What do you want to do with NetworkSetupAssistant.exe (8.6 MB)?

Run Save e Cancel X
From: galvatron.uco.edu

STEP 6: If prompted to do so, click on Run again to install the NetworkSetupAssistant.

MNetworkSetupAssistant.exe finished downloading. Run Open folder View downloads *
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STEP 7: This is an optional screen that you will see on Windows 10 as it wants to scan your new file for viruses but it cannot as
you do not have internet access yet. In this instance, it is safe to click Run Anyway. You may or may not see a similar screen
depending on your operating system, browser, and any antivirus you may have installed.

SmartScreen can't be reached right now

Check your Internet connection. Windows Defender SmartScreen is
unreachable and can't help you decide if this app is ok to run.

Publisher: CISCO SYSTEMS, INC.

App: NetworkSetupAssistant.exe
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STEP 8: You will now see a series of messages on the pop up window that shows the process as the certificate is installed and
your device is configured to connect to the UCO_SECURE wireless network. Your Network Password is your UCO password.

When the process is complete you will see a success message. Click Exit to close the window.

Cisco Metwork Setup Assistant

Network Setup Assistant

This application automatically configures
network settings.

Start I Cluit

& 2014 Cisco Systems, Inc. Cisco, Cisco Systems and Cisco Systems logo ars
registered trademarks of Cisco Systems, Inc andior its affilistes in the LS. and
Certain other countries.,

Cisco Metwork Setup Assistant

Network Setup Assistant

Additional credential information is needed to
connect to 'UCO_SECURE' network.

Metwork, Password: I “““““““““ 1

Ok | Cancel

© 2014 Cisco Systems, Inc. Cisco, Cisco Systems and Cisco Systems logo ars
registered trademarks of Cisco Systems, Inc andior its affiliates in the U.5. and
certsin other countries.
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STEP 10: You will now be prompted to install an authentication certificate. This certificate will allow your device to connect
to the UCO_SECURE wireless network without the need to sign in using your username and password everytime.

Security Warning

. You are about to install a certificate from a certification authority (CA)
l\ claiming to represent:

GlobalSign Root CA

Windows cannot validate that the certificate is actually from
"GlobalSign Root CA". You should confirm its erigin by contacting
"GlebalSign Root CA". The following number will assist you in this
process:

Thumbprint (shal): BIBC968E D4F49D62 2AAB9A81 F2150152 A41D828C
Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an uncenfirmed
thumbprint is a security risk, If you click "Yes" you acknowledge this

risk.

Do you want to install this certificate?

o | ]

STEP 11: Your device will automatically disconnect from UCO and then connect to UCO_SECURE. Your browser will also
automatically redirect to the UCO Office of Information of Technology web page. You are now connected to the UCO wireless
network!

o0 UCO: Central's Office of I X
<« C  [1 www.uco.edu/technology/ w5 qq @ % ¢ 0 %
i Apps Jr Bookmarks (] UCO [ Networking (] Cisco [ CyberSecurity [J TechSupport ([ Programming (] Website Design ([ Equipment [ Linux [ Windows (] Gaming ([ Apple [ Tech News

Home | Contact ‘ Ato Z Site Apply Now ‘ Give Now | UCONNECT ‘ Campus Map ‘ Calendar ‘ ‘Campus Directory ‘ _
UNIVERSITY OF CENTRAL OKLAHOMA
Information Technology VI3ABH
FUTURE STUDENTS CURRENT STUDENTS PARENTS FACULTY AND STAFF ALUMNI AND FRIENDS SECURE_TEST

" Connected

} UCONNECT The Office of Information Technology (OIT) at the University of Central Oklshoma e

(UCO) strives to enhance leaming, improve service zand communication, and ™ RUs UCO SECURE
} Central Tech Store increase student, faculty, staff, and community access to useful information The Office of -
) Mobile Central through the application of technology. Technology

the position uco

) A nis & P: ords Information Te:.hnu\ugv atuco mu\\.des computing, networking, e-leaming, Specialist |

telephone, training, and support services to students, faculty, staff and the . )
» wireless and Internet University community. - 1
} Support & FAQs
} Faaulty Focus
} Student Resources
) Staff Tools and Resources
» Technology Training
} Technology Resource Center

Central's Office of Information Technology UCO_TEST

Hidden Network

} Polides, Procedures &
Guidelines

SECURE TEST  Airplane mode
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